User Responsibility Agreement For

MARFOREUR Computer Resources

Name (printed):   ______________________________________________________________________




(Last Name)

(First Name, MI)


(Rank/Rate) 

Date:  __________________
Section:  ___________________
Work Phone #:  _________________

SSN:  __________________
Billet:  _____________________
Accounts Required:  [  ] NIPRNET
[  ] SIPRNET

                                                                                                                                                    (unclass)
       (class)

Contingent:    [  ]  MARFOREUR
[  ]  EUCOM
[  ]  Other:  ____________________

1. Upon receipt of a MARFOREUR network account, users are responsible for the following:

A. Change your password upon initial login to the system.

B. Do not allow anyone to use your personal User ID and password.  Notify the Information Assurance Section at 431-2796 if you suspect that your password has been compromised.  Passwords on Unclassified systems are considered For Official Use Only.
C. Do not attempt to gain access to any system or network you have not specifically been authorized to use.

D. Do not send or forward any email or save any files with classified information on the unclassified network or on an unclassified media (floppy, tape, hard drive, etc.).

E. All application software not provided by MARFOREUR (i.e., freeware, shareware, test packages, privately/personally procured software, screen savers, games, and/or programs not provided with the system) is prohibited from use on any MARFOREUR computer system unless specifically approved by the G-6.  Requests for exceptions should be routed through the appropriate Director for validation prior to submission to G-6.

F. All magnetic media (i.e., floppy diskettes, tapes, hard drives) from outside sources, including other government agencies, must be scanned for viruses prior to use on any MARFOREUR system.  For instructions on this, contact the Help Desk or Information Assurance Section.  If a virus is detected, call the Help Desk immediately at 431-2330.

G. Do not use any MARFOREUR Automated Information System (AIS) or network hardware, software, device, or service for non-official business.  Anything that supports the mission of the organization or enhances the professional skills of MARFOREUR personnel is considered official business.  (Ref:  MARADMIN 160/00)
H. Activities that improve morale are authorized so long as they:

· Do not adversely affect the performance of official duties.

· Are of minimal frequency and duration during an individual’s personal time.

· Do not overburden Marine Corps computing resources or communication systems.

· Do not result in added costs to the government.

· Do not adversely reflect upon the Marine Corps.

2. The following activities are expressly prohibited:

· Illegal, fraudulent or malicious activities.

· Partisan political activity, political or religious lobbying, or advocacy of activities on behalf of organizations having no affiliation with the Marine Corps or DOD.

· Activities for personal or commercial financial gain, including solicitation of business services or sale of personal property.

· Unauthorized fund raising.

· Accessing, storing, processing, displaying, or distributing offensive or obscene material such as pornography or hate literature.

· Obtaining, installing, or using software obtained in violation of the appropriate vendors patent, copyright, trade secret or license.

· Viewing commercial email via government systems.  (Ref:  MARADMIN 541/99)
· Creating, forwarding, or passing of chain letters.

· Storing, accessing, processing or distributing classified or otherwise sensitive information in violation of established regulations and SOPs.
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3. Use of Personal Electronic Devices (PEDs).  (Ref:  MARADMIN 375/01)
· Only Government owned PEDs are allowed to be connected to the MCEN and cannot be attached to personally owned computers.

· PEDs are strictly prohibited from being attached to classified computer systems.

· PEDs are authorized for use in DAA approved locations only.

4. For SIPRNET use:

A. Passwords on SIPRNET systems are considered SECRET.
B. Do not leave your computer terminal unattended while logged into the SIPRNET.  If you leave your work area and no other U.S. SECRET cleared personnel are in the area ensure that you log off the system.  If other U.S. SECRET cleared personnel are in the area, you are authorized to use the Windows NT password-protected screen saver.  The password-protected screen saver must be set to invoke after a maximum wait period of five minutes.  Ensure that the placement of monitors does not allow them to be viewed through windows.  The monitor background of the system must include the word SECRET in easily visible letters.  At the end of the workday, log out of the network and secure any removable media in accordance with current security procedures, unless the area has been approved for open-storage of SECRET material.

C. All email originated, replied to or forwarded by a user must contain the appropriate classification level marking, including unclassified if appropriate.  This includes reviewing attachments for proper classification consideration.

D. All removable media used with a MARFOREUR workstation must be marked with the appropriate classification label.  Note:  Unclassified diskettes that are written to on a SECRET workstation must be labeled SECRET.  To preclude this, write-protect all unclassified diskettes or downgrade diskettes once written to, unless they are intended for classified use.    

E. Classified information will be destroyed (by CMCC) only by authorized means and by personnel cleared to the level of material being destroyed.  Removable magnetic media (tapes and diskettes) shall be degaussed, removed from container and cut into strips of varying lengths before disposal.  Contact the Information Assurance section for assistance in destruction or declassification of other media (hard disks, removable disks, etc.).

5. Report any violation or suspected violations of security to the Information Assurance Section immediately.

6. DOD computer systems may be monitored for all lawful purposes, including to ensure that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security Procedures, survivability and operation security.  During monitoring, information may be examined, recorded, copied and used for authorized purposes.  All information, including personal information, placed on or sent over this system may be monitored and is not subject to any expectation of privacy.

7. I have read and understand the contents and requirements of this agreement and understand that this agreement is valid for the time I am attached to MARFOREUR.  I also agree to abide by MARFOREUR Information Systems Security policies and procedures (this would include the deletion of my account upon detachment from MARFOREUR).  I further understand that misuse or unauthorized use of a MARFOREUR Information System can result in administrative or disciplinary action taken on behalf of the U.S. Government in accordance with the UCMJ and/or all applicable laws.

8. All Users must sign this form in order to obtain access and accounts to MARFOREUR networks.

Signature:  _________________________________________

This form will be maintained by the Helpdesk Section / G-6.

